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PA3JIEJ 1. CHUCOK MCHOJIb3YEMbBIX TEPMHUHOB U OIIPEJIEJIEHUN

B Hacrod1eM T0KyMEHTE UCTIOIB3YIOTCS CIAEAYIOLINE TEPMHUHBI U UX ONPENEICHMS.

ABTOMATH3MPOBAHHAsI CHCTEMA — CHCTEMa, COCTOAIIAs W3 MEepCcOoHana M KOMILIEKCA
CPEACTB aBTOMATHM3allUM €ro JAEATENbHOCTH, pealu3ylomas HWHGOPMALMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBJICHHBIX (DYHKIUH.

Be3onacHOCTh NMEepCOHAIBHBIX JAHHBIX — COCTOSHHUE 3AIIMLIEHHOCTH NEPCOHAJIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  IMOJIb30BATENeil, TEXHUYECKUX CPEACTB U
MHPOPMAIIMOHHBIX ~ TEXHOJOTMHA  O0ecreduTh  KOH(PHUIEHIHMAIbHOCTh, LEJIOCTHOCTh U
JOCTYITHOCTh TEPCOHAIBHBIX JaHHBIX MpPH HUX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMax
MEPCOHAJIbHBIX TAHHBIX.

BaokupoBanue nmnepcoHANbHBIX [AHHBIX — BpEMEHHOE IMpeKpauleHue coopa,
CUCTEMaTH3alluM, HAKOILJIEHUs, HCIOJIb30BAHUS, MEPCOHANBHBIX JaHHBIX, B TOM YHUCIE HUX
nepeiaym.

Bupyc (KoMIbIOTEepHBI, NPOrPaMMHBIN) — HCIOJIHAEMBIM MPOrPaMMHBIN KO WU
MHTEPIPETUPYyEMbIii HaOOp HMHCTPYKLMM, O0OMafaromuil CBONCTBAMH HECAHKIIMOHHUPOBAHHOTO
pacnpoCTpaHEHUsl U CaMOBOCIIPOU3BENCHUS.

BpenonocHasi mporpamMma — 1nporpamMma, MpeJHa3HAYeHHas [UI OCYLIECTBJICHUS
HECAHKIIMOHMPOBAHHOTO JIOCTYMA U (MJIM) BO3/AECHCTBHS HA MEPCOHATIBHBIE JaHHBIC W PECYPCHI
MH(GOPMAITMOHHOM CHCTEMBbI IEPCOHATIBHBIX JTAHHBIX.

BcnoMorarenbHble TeXHHYECKHE CPEICTBA M CHCTEMbI — TEXHUYECKUE CPEACTBA U
CUCTEMBI, HE Mpe/lHa3HaYeHHbIe JJIs Mepeaadn, oOpaboTKU M XpaHEHHs! IEPCOHANbHBIX JAHHBIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHMUECKHMHU CPEJICTBAMU M CHUCTEMaMHU, MPEIHA3HAYCHHBIMU
Ui 00pabOTKM NEPCOHAIBHBIX JaHHBIX WM B TOMEIICHHSAX, B KOTOPBIX YCTAaHOBJICHBI
MH(GOPMAITMOHHBIE CUCTEMBI IEPCOHATBHBIX IAHHBIX.

Joctym B oOmnepanmuoOHHYK cpeay KomnblOTepa (MHGPOPMAUMOHHOW CHCTEMBI
NMEePCOHANBbHBIX JAHHBIX) — MOJYYEHHUE BO3MOXKHOCTH 3aIllyCKa Ha BBIIIOJIHEHHE IITaTHBIX
KOMaHJ, GYHKUMHA, TMpoLeqyp ONEpalMOHHONM CUCTeMbl (YHHUYTOXKEHMS, KOIMUPOBaHUS,
MepEeMEeIeHHS U T.I1.), UCTIONHAEMBIX (ailIoB MPUKIIATHBIX TPOTPAMM.

Hoctyn k ungopManuu — BO3MOKHOCTb MOIy4€HUS HH()OPMAIIUU U €€ UCIIOIb30BaHUS.

3amumaemasi uHdopmanus — nHGOPMAIHUS, SBISIONIASICS MPEIMETOM COOCTBEHHOCTH
U TOAJeXalas 3alluTe B COOTBETCTBUM C TPeOOBAaHUSMHU IPABOBBIX JIOKYMEHTOB WM
TpeOOBaHUSAMU, YCTAaHABINBAEMBIMH COOCTBEHHUKOM HH()OPMAIIHH.

Nnentudukanusa — NIpuCBOCHHE CyOBEKTaM M OOBEKTaM JIOCTyMa HACHTH(HKaTOpa U
(umM)  cpaBHEHHME  TPENbSBIAEMOr0  HJCHTU(UKATOpa C  TEepPeYHeM  IPUCBOEHHBIX
UAEHTU(PUKATOPOB.

HNudopmanuonnas cucremMa mnepcoHaabHbIX AaHHbIX (MCII[AH) — cOBOKymHOCTH
coJiepKamuxcsi B 0a3ax JaHHBIX TMEPCOHAIBHBIX JAHHBIX M OOECIEYMBAIOIINX HX 00pabOTKy
WH(GOPMAITMOHHBIX TEXHOJIOTUN U TEXHUUECKHUX CPECTB.

NudopmanuonHbie TeXHOJIOTMH — TIPOIECCHl, METOAbI IOHUCKA, cOopa, XpaHEeHWHs,
00paboTKH, MpeaocTaBieHus] MHQOpMAMM M CHOCOOBI OCYIIECTBICHUS TaKUX MPOLIECCOB U
METO/IOB.

Hcrounuk yrpossl 6e3onacHocTH MHPOPMANMU — CYOBEKT JIOCTYNa, MaTepHalIbHBIN
O0BEKT WM (U3NYECKOE SBJICHUE, SBISIOLIUECS IPUYUHON BO3HUKHOBEHHS  YIPO3bI
6e30macHOCTH H(POPMALIUH.

Kontposmpyemasi 30Ha — TpOCTPaHCTBO (TEppUTOpHs, 3/1aHUE, YacTh 3/aHu,
MIOMEIIIEHUE), B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMpPYyeMoe INpeObIBaHUE MOCTOPOHHUX JIMIL, a
TaK)X€ TPAHCIOPTHBIX, TEXHUYECKHUX M MHBIX MaTepUAIbHBIX CPE/ICTB.

KoH(uaeHInaabHOCTh NMEePCOHAIBHBIX [JaHHBIX — 00s3aTeNbHOE UL COOJIOAECHUS
OTIepaToOpOM WJIM MHBIM MOJYYUBIIMM JOCTYIN K MEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOMyCKaTh WX paclpocTpaHeHue 0e3 cornacusi CyObeKTa MEePCOHANBHBIX JAaHHBIX WM HATUYUS
MHOTO 3aKOHHOT'O OCHOBAHHSI.



MexceTeBoii JIKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM  (YHKIHMOHAIbHO-
pacrpeneneHHOe IPorpaMMHoOe (MMPOTPaMMHO-AMIAPaTHOE) CPEJACTBO (KOMILIEKC), pean3yIoliee
KOHTPOJIb 3a HMH(OpMaluen, nocrynaroueid B HHPOPMALUOHHYIO CHUCTEMY IEpPCOHAIbHBIX
JAHHBIX U (WIK) BRIXOAALIEH 13 HHPOPMAIIIOHHON CUCTEMBI.

Hapymmureab 0€30MacHOCTH NMEPCOHAJIBHBIX JAHHBIX — (PU3NYECKOE JIMLO, CIy4aiHO
WIM TpeTHAMEPEHHO COBEpUIalolllee ACWCTBUSA, CIEACTBUEM KOTOPBIX SBISETCS HapyLICHHE
0€30MacHOCTH MEPCOHAJBHBIX JAHHBIX NPH HMX 00pabOTKE TEXHHUUECKUMH CpEICTBAMU B
MH(GOPMAIIMOHHBIX CUCTEMAX NEPCOHANIbHBIX JaHHbIX.

HeaBromarusupoBaHHasi  o0pa0oTka  NepPCOHATBHBIX  JAaHHBIX — 00paboTKa
MEPCOHAIBHBIX JAHHBIX, COJEPKAIINXCS B MHPOPMALIMOHHOW CHCTEME MEPCOHAIbHBIX JaHHBIX
n100 U3BJICYEHHBIX W3 TAKOM CHCTEMBI, CUMTAETCS OCYILECTBIEHHOW O3 HCIOIb30BaHUS
CPEICTB aBTOMAaTH3alMM (HEaBTOMATU3MPOBAHHOM), €CIM TaKhe AEHCTBHUS C MEPCOHATBLHBIMU
JAHHBIMU, KaK UCII0JIb30BaHUE, YTOUHEHHUE, YHUUTOKEHHUE NIEPCOHAIBHBIX JAHHBIX B OTHOUIEHUH
KaXJ0r0 M3 CYOBEKTOB IEPCOHAJBHBIX JAaHHBIX, OCYIIECTBISIOTCS NPHU HENOCPEIACTBEHHOM
Y4YacCTHH YE€JIOBEKA.

HepexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJbHBIE BO3MOXKHOCTH CPEJICTB
BBIUHCIIUTEIPHON TEXHMKH, HE OIMCAHHbIE WJIM HE COOTBETCTBYIOLIME OIMCAaHHBIM B
JOKYMEHTAIlUM, TpPU HMCMOJb30BAHUM KOTOPBIX BO3MOXKHO HapylleHHe KOH(UIEHIMAIbHOCTH,
JOCTYITHOCTH HJIU LIEJIOCTHOCTH 00pabaTbiBaeMoi HH(POPMALIUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKUMOHUPOBAHHBbIE AEMCTBHMSA) — JTOCTYIl K
MHpOPMaIUKN WU ASUCTBUS ¢ MH(OpMalMel, HapyIIalolue IpaBuiia pa3rpaHUueHHs 10CTyTa ¢
UCIIOJIb30BaHUEM IITATHBIX CPEACTB, MPEAOCTABISIEMbIX HHPOPMAIIMOHHBIMU CHCTEMaMH
NIEPCOHAIBHBIX JTaHHBIX.

Hocutens undopmanum — MatepuaibHbli 00bEKT, B KOTOPOM HHGOpMAIUs HaXOAUT
CBO€ OTpaXEHHE B BHJE CHMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUYECKUX PEIIEHUH M MpOIEeCCOB,
KOJTMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUUHH.

OO0e3iMYMBaHNe NEPCOHANBHBIX [JAHHBIX — JCHCTBUS, B pE3yIbTare KOTOPBIX
HEBO3MOXKHO OIPENIEIUTh MPUHAAIIECKHOCTh MEPCOHATIBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHAIBHBIX JTaHHBIX.

O0padoTKka nepcoHATBLHBIX JAHHBIX — JII000€ JIeHCTBUE (Onepalys) Wil COBOKYITHOCTh
neicTBUil (omeparuii), COBEpIIAEMBIX C HCIIOJIb30BAHUEM CPEACTB aBTOMATH3AIMM HIU 0Oe3
UCIIONIb30BaHUsI TaKUX CPEACTB C TEPCOHAJbHBIMU JIaHHBIMM, BKJIIO4as cOOp, 3aIuch,
CHCTEMaTU3aIMI0, HAKOIJICHHE, XpaHeHHe, YTOuHeHHe (OOHOBIIEHHE, U3MEHEHHE), U3BIICUCHHUE,
WCIIOJIb30BaHUE, Tepenady (pacmpoCTpaHEeHHe, MPENOoCTaBIeHUE, OCTYI), OO0e3TUYHBAHUE,
OJIOKHMpOBaHME, YIAIIEHUE, YHUITOXKEHHE NIEPCOHATBHBIX JaHHBIX.

OO0menocTynHble MepcOHA/IbHbIE JaHHbIEe — TIEPCOHAJIbHbIE JaHHBIE, JIOCTYI
HEOTPAaHMUYEHHOT'0 Kpyra JIMI] K KOTOPBIM MPEIOCTaBJIEH C COMIACHs CyOBEKTa MEepPCOHAIBHBIX
JAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBHM C (pe/lepajbHBIMHU 3aKOHAMHU HE pPacIpOCTpaHseTCs
TpeGoBaHue cOOMIOACHUS KOH(PUACHIINATEHOCTH.

Onepartop (mepcoHaJBLHBIX JaHHBIX) — OTKpBITOE aKkIMOHEpHOE 00mecTBO «Tyabckue
ropojckue annektpudeckue cetm» (naiee - OAO «TI'DC», OOmecTBo), opraHusyroiiee u (Hin)
ocylecTBisifoniee 00pabOTKy MEpPCOHANBHBIX MaHHBIX, a TaKKe ONpENeNdolue Leaun |
cofiepkaHre 00padOTKU MEPCOHANBHBIX TAHHBIX.

TexHudeckne cpeacTBa HH(POPMALNMOHHOW CHCTEMbl NEPCOHAJBHBIX JAAHHBIX —
Cpe/ACTBa BBIUYUCIUTEIbHON TEXHUKH, MH(POPMAIIMOHHO-BBIYUCIUTEIbHbIE KOMIUIEKCHl U CETH,
CpeICTBa U CHCTEMBI Nepenauu, npuema u oopadotku [1/1H (cpeacTBa u cucTeMbl 3BYKO3alMCH,
3BYKOYCUJIEHMSI, 3BYKOBOCIIDOM3BEIEHUS, IIEPETOBOPHBIE M TEJIEBU3UOHHBIE YCTPOMCTBA,
CpeICTBa W3TOTOBIIEHUS, THUPAKHUPOBAHMS JOKYMEHTOB U JpYyrue TEXHUYECKHE CpeliCTBa
00paboTku  peueBod, rpaduyeckoil, Buaeo- u  OykBeHHO-IUPpPOBOH  HH(DPOpMaIMN),
IIpOrpaMMHBIE CpeJCTBa (ONepallMOHHBIE CHUCTEMbI, CUCTEMbI YIpaBlieHUs 0a3aMU JaHHBIX U
T.I.), CPEJICTBA 3aLUTHl MH()OpMAIIUY, TPUMEHAEMbIE B MHPOPMAITMOHHBIX CUCTEMAX.



IlepconasibHBIe JaHHBIE — JT00as HHPOPMAIUS, OTHOCSIIASACSA K MPSIMO MIJIM KOCBEHHO
OTIpe/IETICHHOMY WJIM OIpeiessieMoMy (pusnueckoMy JIHily (CyObeKTYy NepCOHABHBIX JaHHbBIX).

IHouab30oBareqs WHGPOPMANMOHHOM CHCTEMBI IMEPCOHAJBHBIX [JaHHBIX — JIMILIO,
yuacTBymolee B (yHKIMOHUPOBAHUU MH(GOPMAIIMOHHON CHUCTEMBI MEPCOHANBHBIX JaHHBIX WU
UCTIONIB3YIOIIee Pe3yabTaThl €€ (YHKIIMOHUPOBAHMS.

Pecypc wundopManuoHHOil cucTeMbl — WMEHOBAHHBIA 3JEMEHT CUCTEMHOTO,
MIPUKJIAIHOTO WJIM aliapaTHOro obecnedeHust PyHKIMOHUPOBAHUS HH(POPMAIIMOHHON CHUCTEMBI.

CpencrBa BbIYHMCJIUTENbHON TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX M TEXHHUECKHUX
3JIEMEHTOB CHUCTEM 00pabOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHMPOBATh CAMOCTOSITENBHO MU B
COCTaBe JPYTMX CHCTEM.

AKTyajbHbIC YIpo3bl 0€30IIaCHOCTH NEPCOHAJBHBIX [JAaHHBIX — COBOKYIHOCTb
yCcIIOBUM U (DaKTOPOB, CO3/JAIOIIMX AaKTYaJIbHYIO OINACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM
qucie clydyaifHoro, JOCTyna K MepCOHAJIbHBIM JaHHBIM NpU MX 00paboTke B MH(OPMALMOHHOM
CUCTEME, pE3YyJIbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXKEHHE, H3MEHEHHe, OJIOKMpOBaHUE,
KOIMMPOBAHUE, NPEJOCTABIEHUE, PACIPOCTPAaHEHHE IEPCOHANBHBIX HaHHBIX, a TaKXKe HHbIE
HEINPaBOMEPHBIE JECHCTBUS.

YHUUTOKEHHE MEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3YNIbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBUThH COJIEpP)KaHHUE TEPCOHANBHBIX JAHHBIX B HHGOPMAIMOHHON
crcTeMe MEePCOHAIBHBIX JAHHBIX U (WJIM) B pe3ylIbTaTe KOTOPBHIX YHUUTOXKAIOTCS MaTepHaIbHbIE
HOCHTEJHU NEPCOHAIBHBIX JAHHBIX.



PA3JIEJI 2. OBO3HAYEHUA 1 COKPALLEHUA

ABC — aHTHUBUpPYCHBIE CPEJICTBA

APM — aproMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcioMorarenbHble TEXHUUECKHE CPEICTBA U CUCTEMBI
NCTIIx — nadopmarnmorHas cuctemMa nepCoHaIbHbBIX TaHHBIX
JIBC — 5tokanbHas BBIYMCIUTENBHAS CETh

OC — onepanoHHas cuctemMa

[1/IH — nmepcoHanbHbIC TaHHBIE

ITO — mporpamMmmHOe oOecTieueHne

C3H — cpencra 3amuThl HHGOPMALUU

C3I1H — cucrema (moacucTeMa) 3alUThl IEPCOHANBHBIX JaHHBIX
VYBII/I1 — yrpo3bl 6€30MacHOCTH MEePCOHATBHBIX TaHHBIX



PA3JIEJI 3. BBEJIEHUE

Hacrosimast [lonutuka undopmarmonnoit 6e3onacnoctn MCIT/In OOmectBa siBiseTcs
JIOKAJIbHBIM ~ aKTOM, B KOTOPOM OINpeEZeNieHbl OCHOBHBIE HalpaBleHUsS oOOecreyeHus
nH(GOPMAITMOHHOM 6e30macHOCTH WH(OPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX.

Hacrosmass IlomuThka ompezenseT OCHOBHBbIE LETM W 33434, a Takxke OOIIyIo
CTpaTeTvi0 TIOCTPOCHHUS CHUCTEMBI 3amuThl mepcoHanbHbIX naHHBIX (C3[1JJH) OO6mectBa;
OCHOBHbIE TpeOOBaHUS M 0a30BbIE MOAXOIbl K HUX pealu3aluu, IS JOCTHXKEHUs TpeOyeMoro
YPOBHS 6€30M1aCHOCTH MH(pOpMAaIIUH.

[Tonmutnka pa3zpaboTaHa B COOTBETCTBUU C CHUCTEMHBIM IOAXOAOM K OOECHEUeHUI0
uHpopMamoHHON Oe3onmacHOCTH. CHCTEMHBIN MOAXOJ MpeArojaraeT MpPOBEACHUE KOMILIEKCa
MEpPOIPUITUHA, BKJIIOYAIOIIUX HCCIEOBaHUE Yrpo3 HH(OpMaUMOHHONW Oe30macHOCTH U
pa3paboTky cucteMbl 3amuThl [1/[H, ¢ MO3UIMN KOMIUIEKCHOTO MPUMEHEHHUS TEXHHUYECKUX H
OpPraHU3alMOHHBIX MEP U CPEJCTB 3aIIUTHI.

I[Ton  wnbopmammonHO#W  Oe3omacHocThto IIJ[H  mMOHMMaeTcs  3aIIUIIEHHOCTH
MEePCOHAIBHBIX JaHHBIX B OOpabaTeiBaOme WX ©0a3e OT JIOOBIX CIyYalHBIX WU
37IOHAMEPEHHBIX BO3ICHCTBUH, Pe3yIbTATOM KOTOPHIX MOXKET SIBUTHCS HAHECEHUE yIepOa camMoii
undopmaruu, ee BmamenbiaMm (cyobektam I[1/1H). 3agaum wHbOpMaMOHHON 0€30MaCHOCTH
CBOAATCA K MHUHUMM3AIMU yliepda OT BO3MOXKHOW peanu3anmu yrpo3 OesomacHoctu I1J1H, a
TaK)Xe K MPOrHO3UPOBAHMIO U MPEIOTBPALICHUIO TAKUX BO3JCHCTBUIMA.

[TonmuThka CIYKUT OCHOBOM [UIsi pa3pabOTKM KOMIUIEKCA OPTaHM3AIlMOHHBIX H
TEXHUYECKUX Mep 1o olbecredeHunio nHpopmarmonHoi Oe3omacHoctu OOIMIecTBa, JTOKATHHBIX
aKTOB, 00ECIICUNBAIOIINX €€ PeaTn3aluIio.

TlonutHka ABISETCI METOAOJIOTHUECKON OCHOBOM IS

- hopMupoBaHHsS M TOPOBEICHHUS €IWHOW TOJUTHUKKM B o0mactu oOecredyeHus
oe3onacuoctu I1/Jn B UCIIQn OGmiecTBa;

- IPUHATHS  YIPABJIEHYECKUX PpEUIeHUH U pa3pabOTKU MpakTHUYECKHX Mep IO
BOIUIOUICHUIO MOJUTUKM Oe3onacHocTy IIJIH M BBIpAaOOTKHM KOMIUIEKCA COITIACOBAHHBIX Mep
HOPMaTHBHO-IIPAaBOBOI0, TEXHOJIOTMYECKOTO M OPraHU3allMOHHO-TEXHUYECKOIO XapakTepa,
HAIPaBICHHBIX Ha BbBIABICHHWE, OTPAKEHUE W JIMKBHJIAUUIO IIOCJICICTBUN peanu3aluu
pa3nnyHbIX BUIOB yrpo3 11/1H;

- KOOpAWHALMU  JESTeNIbHOCTH  CTPYKTYpHBIX — mojpasfeneHuid  OOmiectBa  mpu
npoBeneHun paboT mo pasButurio U Akcruryaranmuu VCII[H ¢ coOmoaeHremM TpeOoBaHMA
obecnieuenus 6e3onacHoctu [1/1H;

- pa3paboOTKH MNpPEeIIOKEHUH 10 COBEPIIEHCTBOBAHMIO IPABOBOrO, HOPMATUBHOTIO,
METOIMYECKOro, TEXHWYECKOr0 M OpraHu3alMoHHOro obecredeHus Oe3omacHoctu IIJ[H B
NCTIIn ObmecTna.

[IpaBoBoit 0a3zoit nmns  paszpaboTku Hacrosimed [loauTuku ciayxar TpeGoBaHUS
neiictByromux B Poccur 3aKOHONATENBHBIX W HOPMATHBHBIX JOKYMEHTOB IO OOECIIEYEHMIO
0e3omacHOCTH nepcoHanbHbIX TaHHBIX ([1/]H).

Hactosmas IlomuTuka ompenenseT OCHOBHBbIE LEAM U 33434, a Takxke OOIIyIo
CTpaTeruio IMOCTPOCHUSI CUCTEMBl 3alUThl nepcoHanbHbIX JaHHbIX (C3I[1[n) OOmectBa B
cootBetcTBUM ¢ [lepeunem MCIIJIH. Konnenuus onpenensieT ocCHOBHbIE TpeOOBaHUS 1 0a30BbIe
MOJXO/IbI K UX pean3aluu, 1Jis JOCTHKEHHUs TpeOyeMoro ypoBHs 0€301MacHOCTH MH(DOPMALIHH.

C3IIln npexacraBiasieT coOOM COBOKYNHOCTh OpPraHU3alMOHHBIX M TEXHUYECKUX
MeponpusaTuid Juis 3amuThl [I/lH OT HempaBOMEpHOro MM CIy4alHOTO JOCTyNa K HUM,
YHUUYTOXXEHMSI, U3MEHEHUs, OJIOKUpOBaHUS, KOMMpoBaHMs, pacrnpocTtpaHeHus I[I/[H, a Taxxke
MHBIX HEIIPAaBOMEPHBIX ACHCTBHUH ¢ HUMHU.

be3omacHOCTh ~ NEPCOHAIBHBIX  J@HHBIX  JOCTUTAeTCsl ~ IyTEeM  HUCKIIOYECHHUS
HECAHKIIMOHMPOBAHHOTO, B TOM WYHCIIE CIy4alHOTo, AOCTyHa K MEpCOHAJIbHBIM JIaHHBIM,
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Pe3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXKEHHE, M3MEHEHHe, OJOKMpOBaHME, KOMHMPOBaHHE,
pacrpocTpaHeHHe MePCOHATBHBIX TAaHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBUIMA.
OpraHu3alMoHHbBIE MEpPbI MPETyCMAaTPUBAIOT CO3[aHUE U MOAJEepKaHUE MPaBOBOM 0a3bl
6e3omacHocTH [1J[H 1 pa3paboTKy (BBeIeHNE B IEHCTBHE) COOTBETCTBYIOMUX akToB O0IIeCTRa.
Texnuueckue Mepbl 3alIUThl  PEATU3YIOTCS NPU  TOMOIIM  COOTBETCTBYIOIIMX
MIPOTPAMMHO-TEXHUYECKHUX CPEJICTB M METOJIOB 3aIUTHI.
[lepeueHbr HEOOXOAMMBIX MEp 3aLIUTHl WH(POPMALUM ONpENEeNsIeTcss M0 pe3ylbTaraM
BHyTpeHHel npoBepku 6e3onacHoctu UCII[IH O6mecTna.
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PA3JIEJI 4. CIINCOK JIOKAJIBHBIX AKTOB OBIIECTBA B COEPE 3AIIIUTHI
IHNEPCOHAJIBHBIX TAHHBIX
B HTH®OOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHBIX TAHHBIX

1. ITonoxxenune 00 06pabOTKe MEPCOHATBHBIX TAaHHBIX.

2. TlonoxxeHue 0 3alIUTE MEPCOHATBHBIX JAHHBIX PAOOTHUKOB.

3. TlonoxkeHne O 3amIUTe NEPCOHANBHBIX JAaHHBIX B WH(MOPMALMOHHBIX CHCTEMax
MIEPCOHATBHBIX JaHHBIX.

4. ITonoxxeHre O PACKPBHITHH WHPOPMALIUHU ONEPATOPOM MEPCOHATBHBIX JaHHBIX.



PA3JIEJI 5. IEJIM U 3A TAYU C3I1/1n

OcHoHo# nienbro C3I1/IH sBRsSeTCS MUHUMH3AIMS yIiepOa OT BO3MOXHOU pean3aiuu
yrpo3 6ezonacHoctu [1/1H.

Jlnst mocTrkeHUss OCHOBHOHM 1enu cuctema Oe3omacHoctr [1JIm MCII/IH momxHa
obecrieunBath A3(HEKTHBHOE PEIICHUE CIASAYIONNX 3a/1a4:

- 3aIIUTy OT BMeIareiabCcTBa B npouecc pynkimonnpoanus UCIIJIH mocTOpOHHUX JIHII,

- pasrpaHUYeHUE JOCTyIla 3apEeTUCTPUPOBAHHBIX IIOJIB30OBATENEH K allapaTHbIM,
nporpaMMHbIM 1 uH(popMannoHHbIM pecypcam MCIIIH (BO3MOXXKHOCTH JOCTYIa TOJBKO K TEM
pecypcaM U BBIIOJHEHHUS TOJBKO TE€X ONepalyii ¢ HUMH, KOTOpbleé HEOOXOIMMBI KOHKPETHBIM
nosnb3oBatenssM MCIIJIH 11 BRIOJTHEHUS] CBOMX CIIY>KEOHBIX O0sI3aHHOCTEM), TO €CTh 3aIIUTY OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA:

1) k undopmanun, uupkymmpyromei B UCII/In;

2) cpenctsam BerIUCIUTENBHON Texuukn UCITIx;

3) anmapaTtHBIM, NMPOrPaMMHBIM M KPUNTOrpaGUYeCKHM CPECTBAM 3aIlHTEHL,
ucnoabzyeMbiM B UCIT/H;

- pEruCTpalyIo IEHCTBUM I0JIb30BaTENIEH MPU HUCIIOJIB30BAaHUU 3allUIIAEMBIX PECYPCOB
NCIIJJlH B cHCTEMHBIX XypHaJlax U NEPUOAUYECKUN KOHTPOJIb KOPPEKTHOCTH JEHCTBUM
II0JIB30BATEIIEN CUCTEMBI ITyTEM aHAIN3A COACPKUMOTO ITUX KYPHAJIOB;

- KOHTPOJIb LIEJIOCTHOCTH (00ecrieyeHne HEeM3MEHHOCTH) CpeJibl HCIIOIHEHUS POrpaMM 1
€€ BOCCTAaHOBJICHHE B CIIy4ac HAPYyILLICHHUS;

- 3alIMTy OT HECAHKIIMOHUPOBAHHOW MOIUGUKAUMU U KOHTPOJIb IIEIOCTHOCTHU
ucnoas3zyeMbix B MICIIJIH mporpamMMHBIX CPEICTB, a TaKKe 3aIUTY CHUCTEMbl OT BHEIPCHHUS
HECAHKLIMOHUPOBAHHBIX IIPOIPAMM;

- 3amury II/IH OT yTeuku mo TeXHMYECKUM KaHajaM IpH ee o0paboTKe, XpaHEeHHU U
nepeade 1o KaHajaaM CBSI3Y;

- 3amuty [IJIH, XpaHumoii, oOpabaTebiBaeMOl M TEepeIaBaeMOil MO KaHallaM CBSI3H, OT
HECAHKIIMOHUPOBAHHOTO Pa3MIALICHUS WIN UCKAKCHMS;

- o0ecrieyeHHe JKUBYYECTH KpUNTOrpaMuecKux CpeACTB 3alluThl MH(OpManuu mpu
KOMIIPOMETAIMU YaCTH KIOYEBOU CUCTEMBI;

- CBOEBPEMEHHOE BBISIBJIEHME HCTOYHHMKOB yrpo3 Oe3zonmacHoctu I[1/lH, nmpuuumH u
YCJIOBHM, CHOCOOCTBYIONIMX HaHEeCeHHIO ymiepdba cyowbektam [IJIH, co3manme MexaHm3Ma
OIIEPAaTUBHOTO pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/[H 1 HeraTUBHBIE TEHICHLIUY;

- CO3JJaHME YCJIOBMM JUIi MHUHMMM3AlMM U JIOKAJM3allMd HAHOCHMOTO yiepOa
HEMPaBOMEPHBIMU JIEHCTBUAMHU (PU3MUECKUX U IOPUIUYECKHUX JIMI, OCJIabJeHHe HEraTUBHOIO
BJIMSIHUS M TMKBUIALUS TTOCIIEACTBUN HapylieHus 6esonacuoctu [1/1H.
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PA3JIEJT 6. OFBLEKTBI 3AILIMTHI

IlepeyeHb MH(POPMALHMOHHBIX CHCTEM

B OGmectBe mpousBoautcs 00pabOTKa MEPCOHANBHBIX JAHHBIX B HMH(GOPMAIIMOHHBIX
cucrema 006paboTku nepcoHanbHbiX AaHHBIX (MCIT/IH).

[Tepeuens MCII/IH onpenensercss Ha ocHOBaHMM OT4eTa MO pe3yiabTaTaM BHYTPEHHEH
IIPOBEPKHU.

IlepeyeHb 00BEKTOB 321U THI

OObexkTamMu 3amuThl ABIsIIOTCA — UHGopManus, oOpaOateiBaemas B HWCII[AH, u
TEXHUYECKHE CpeAcTBa ee oOoO0paboTKu u 3ammThl. [lepedyeHb mnepcOHANBHBIX JaHHBIX,
MoJyIeXaniye 3amure, onpeneneH B [lepeuHe mepcoHanbHBIX JAAHHBIX, MOAJEKALNINX 3aIIUTE B
NCTL.

OOBEKTHI 3alUThI BKIIOYAIOT:

1) O6pabarbiBaemas uHbOpMALHSL.

2) Texuonoruueckas HHGOpMAIHSL.

3) [IporpaMMHO-TEXHUYECKHE CPENCTBA OOPAGOTKH.

4) Cpenctsa 3amursl IT/1H.

5) Kanansl HHGOPMAIIMOHHOTO 0OMEHA M TeJEKOMMYHHKAIIHH.

6) OGBEKTHI U OMENIEHHS, B KOTOPBIX pasMenieHbl KoMmonenTsl UCIT/Tx.
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PA3JIEJI 7. KTACCU®UKAIIUAA MMOJIb30BATEJIEN UCTITH

[TonpzoBarenem WCII[AH sBnsercs numo, ydyacTtByiouiee B (YHKIHOHUPOBAHUU
MH(POPMAITMOHHONW CHUCTEMbI MEPCOHANBHBIX JAHHBIX MJIM HCIOJB3YIOLIee pPe3yabTaThl ee
¢bynkunonupoBanus. Ilomb3zoBarenem WCII[An sBngercs moboi  pabotHuk OOiiecTBa,
umeroumii goctyn k MCII[IH u ee pecypcam B COOTBETCTBUU C YCTAHOBJIEHHBIM IHOPSIKOM, B
COOTBETCTBHH C €ro PyHKLIHOHAIBHBIMHU O0S3aHHOCTSMHU.

[Tonb3oBarenu UCII/IH nensTcs Ha TpM OCHOBHBIE KaTETOPUU:

1. Anmunanctparop UCIIIH — pabotHuku O01IecTBa, KOTOPhIE 3aHUMAIOTCSI HACTPOUKOM,
BHE/IPEHHEM U compoBoxIeHHeM cuctembl. Aamuuuctparop MCIIJIH obnamaer ciemyromum
YPOBHEM JIOCTYTIA!

- oOnamaer mnoiaHOM wHHQoOpMamMed O CHUCTEMHOM M MPHKIAIHOM IPOrPAMMHOM
ob6ecnieuennn UCITIdH;

- 00agaeT moaHOM MHpopManueit 0 TeXHUYeCKuX cpeacTax u konpurypamuu UCIH;

- UMEeT JOCTYINl KO BCEM TEXHHYECKHUM CpeACcTBaM 00pabOTKM MHPOpPMALUU U JAHHBIM
NCII/H;

- o0nazaeT mpaBaMy KOHPUTYpUPOBAHUS M aJIMUHUCTPATUBHON HACTPONKU TEXHUYECKUX
cpencts UCIIIH.

2. IIporpammuct-paszpaborunk HWCII[lH — pabotHukum OOmecTBa WM CTOPOHHHUX
OpraHu3alyii, KOTOpble 3aHMMAIOTCS pa3paboTKOW MporpamMMmHoOro obecneuenus. Pazpaborumk
NCTIIn obmamaet cienyonM YpoBHEM JIOCTYTA:

- obmamaer uHpoOpMalHe o0 anropuTMax U MporpaMmax oOpaboTKM MH(opManuu Ha
NCTIH;

- o0yazaeT BO3MOXKHOCTSIMH BHECEHHUS OIIMOOK, HEACKJIApUPOBAHHBIX BO3MOXKHOCTEH,
MIPOrpaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX Iporpamm B mporpamMmHoe oOecneuenue MCII/Ixn Ha
CTaJuH ee pa3paboTKU, BHEAPEHUS U COMPOBOXKICHHUS;

- MOXET pacmojaraTb Jo0biMU ¢parmeHTamu uHpopmanuu o tonojorun VCIIH u
TEXHUYECKUX cpencTBax 00paboTku u 3ammthl [1/1H, oOpabarsiBaembix B UCII/IH.

3. Omeparop HUCII[IH — pa®OTHUKM CTPYKTYpHBIX mojapazaeneHuii OOmiecTsa,
yuacTBytomue B npouecce skcrutyaranuu UCIIIn. Oneparop MCII[n obnamaeT cnemyrommm
YPOBHEM JIOCTYTIA!

- obmamaer  BceMM  HEOOXOAMMBIMHM  aTpuOyramu  (Hampumep,  I[apoyem),
00ecreunBaroMMU JI0CTYI K HEKOTOpoMy noamMHoxecTBy [1][H;

- pacrionaraeT KOH(QHIEHIIMAIbHBIMHU JaHHBIMH, K KOTOPBHIM UMEET JTOCTYII.
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PA3JIEJI 8. OCHOBHBIE IPUHIUIIBI HOCTPOEHUA CUCTEMbI
KOMINVIEKCHOU 3AIIUTBI UTHO®OPMAIIUN

[Toctpoenne cucrempr obecneyenust OezomacHoctu [IJ][m MCII[Im O6mectBa u ee
(YHKIIMOHUPOBAHUE JOJDKHBI OCYIIECTBISITHCS B COOTBETCTBHU CO CIEAYIOUTUMH OCHOBHBIMH
IMpUHIUITAMU:

3aKOHHOCTD,

CHCTEMHOCTB;
- KOMILICKCHOCTD;

- HENPEPBIBHOCTH;

- CBOCBPEMEHHOCTH;

- MPEEMCTBEHHOCTh M HETMPEPHIBHOCTH COBEPIIICHCTBOBAHMUS;
- TIepCcoHaIbHAsl OTBETCTBEHHOCTD;

- MHUHUMM3AIUS TTOJTHOMOYMIL;

- B3aUMOJICIICTBHE U COTPYIHUYECTBO;

- THOKOCTh CHCTEMBI 3aIUTHI;

- OTKPBITOCTh QJITOPUTMOB U MEXaHU3MOB 3aIUTHI;

- IPOCTOTA MPUMEHEHHUSI CPEJCTB 3ALLUTHI;

- Hay4Hast 000OCHOBAaHHOCTh U TEXHUYECKasi Pean3yeMOCTh;

cricnyain3anus 1 HpO(I)CCCI/IOHaJ]I/BM;

00513aTeBHOCTH KOHTPOJISL.

3aKOHHOCTH

[Ipennonaraer OCYIIECTBIEHHE 3alllUTHBIX Meponpustuil u pazpadorky C3IIIH
OOmrecTBa B COOTBETCTBUU C JIEHCTBYIOLIUM 3aKOHOAATENBCTBOM B obOmactu 3amuthl [1[H u
APYrUX HOPMATUBHBIX AaKTOB IO 0€30MacHOCTH WH(POPMALMHU, YTBEPKACHHBIX OpraHaMu
rOCyAapCTBEHHOMN BJIACTU U YIIPABJICHUS B MpeIeax UX KOMIIETEHIUH.

[Toms3oBatenu u obcmyxuBaromuii nepconan [1/la UCIIa OOmiecTBa JTOKHBI OBITH
OCBEJIOMJICHBI O TOpsIKE padoThl C 3amuiaeMoll MHpopMmanuei U 00 OTBETCTBEHHOCTH 3a
zamuThl [1J1H.

CHucTeMHOCTD

Cucremusiii momxon k moctpoenmto C3I1J]IlH OOmecTtBa mpeanoiaraeT y4eT BCeX
B3aMMOCBSI3aHHBIX, B3aMMOJICHCTBYIONINX M U3MEHSIONIMXCS BO BPEMEHHU AJIEMEHTOB, YCIOBUI U
(akTOpOB, CYIIECTBEHHO 3HAYUMBIX JUIsl TIOHUMAHHS M pEHICHHs MpoOJIeMbl obOecredeHus
oe3omacHocTu I1/Jx UCIT/In O6mecTBa.

[Ipy co3manuu cHUCTEMBI 3alIMTHl JOJDKHBI YUUTBIBATHCS BCE CiIadbie M Hamboee
VS3BUMBIE MecTa cUCTeMbl 00paboTku [I1J[H, a Takke Xapakrep, BO3MOXHBIE OOBEKTHI M
HaIpaBJICHUS aTax Ha CUCTEMY co CTOPOHBI HapyIIUTENIeH (ocobenHo
BBICOKOKBaJTM(PHIIMPOBAHHBIX 3JIOYMBIIUICHHUKOB), MyTH TPOHUKHOBEHHS B paclpe/eiieHHbIE
cucrembl 1 HCJI x napopmaruu. Cuctema 3amuThl JOJHKHA CTPOUTECS C YIETOM HE TOJIBKO BCEX
W3BECTHBIX KaHalioB TpoHukHOBeHHs u HCJ] k mH(popmanmu, HO M C Yy4€TOM BO3MOXHOCTH
MOSIBJICHUS] IPUHIIMTTHAIBHO HOBBIX ITyTEH peain3aifu yrpo3 0e30MacHOCTH.

KoMmiekcHocTn

KowmiiiexkcHOE HCIOIB30BaHIE METOAOB U CpCACTB 3allIUThI MMPEATIOIAracT COriIaCOBaHHOC
NPUMCHCHUEC PA3HOPOAHBIX CPCACTB IPH IHOCTPOCHUU L[CJ'IOCTHOﬁ CUCTCMbI 3alllUTHI,
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NIEPEKPHIBAIOLIEH BCE CYLIECTBEHHBIE (3HAUMMbIE) KaHaJbl peaIn3alii yrpo3 U HE COoepIKallei
cJ1abbIX MECT Ha CThIKaX OTAEIbHBIX €€ KOMIIOHEHTOB.

3ammra JoKHA CTPOUTHCS AIIETOHUPOBaHO. I KaKJ0r0 KaHaja yTeukd HH(opMamuu
U IS KOKJIOW yrpo3bl 0€30MacHOCTH JOKHO CYIIECTBOBaTh HECKOJBKO 3alIUTHBIX PYOexei.
Co3anue 3alIUTHBIX pyOekel OCYIIEeCTBISIETCS C YY4eTOM TOro, 4TOOBI JJISI MX NPEOAOJICHHS
MOTEHIUAIBHOMY 3JIOYMBIIUIEHHUKY TpeOOBaIUCh MPOdEeCCHOHATbHbIE HABBIKU B HECKOJIBKUX
HEB3aUMOCBS3aHHBIX 00JIaCTSX.

Buemnss  3ammTta gomKHa — o0OecnieuuBaThesl (U3MYECKUMHU  CPENCTBaMH,
OpPraHMU3allMOHHBIMU U IPABOBBIMHU MEpPaMH.

HenpepsiBHocTb 3ammTel 1110

3ammra [IJ[H — He pa3oBoe MEpONPHIATHE M HE MPOCTasi COBOKYMHOCTh IPOBEICHHBIX
MEpONPUATUM W YCTAHOBJIEHHBIX CPEICTB 3allUThl, a HENPEPBHIBHBIN LeJIeHANPABICHHbBIN
MIPOLIECC, MPEANOJaralouIuil NPHUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX JTallax >KM3HEHHOTO
nukia UCTIH.

NCTIlH nomKHBI HAXOAUTHCS B 3aAlIUIICHHOM COCTOSHHUU Ha MPOTSHKEHWU BCETO
BpEMEHH UX (PYHKIMOHHPOBAHHs. B COOTBETCTBMU C ITUM MPHUHIIMIIOM JOKHBI PUHAMATHCS
Mepsl 1o HeponyieHuto nepexona MCII/{H B He3aIUIIIEHHOE COCTOSTHUE.

BonbIIMHCTBY (PU3MYECKUX U TEXHHUYECKUX CPEACTB 3aIlUThl Uit A(PGEKTUBHOTO
BBINIOJIHEHHUS CBOMX (YHKUMH HEoOXoArMMa IOCTOSHHAs TEXHUYEcKass W OpraHu3aliOHHast
(aDMHHHCTpAaTHBHAs) TOJEpXKKa (CBOEBpeMEHHass cMeHa M oOecreyeHue MpPaBUIBHOTO
XpaHeHHs] W TPUMEHEHUS WMEH, TMapoJiel, KiIodYer mudpoBaHus, IepeonpeeIcHue
nojgHoMounit u T.1.). IlepepriBbl B paboTe CpeACTB 3allUThl MOTYT OBITh HCIIOJIB30BaHbI
37IOYMBIIIJIEHHUKAMU JJIs aHAJIW3a MPUMEHSEMBIX METOIOB U CPEJCTB 3aIMTHI, IS BHEAPEHUS
CHEIUaIbHBIX MPOTPAMMHBIX M allapaTHBIX «3aKJIaJOK» W JPYTMX CPEICTB IMPEOJI0JICHUS
CHCTEMBI 3aIIUTHI I0CJI€ BOCCTAHOBIICHUS €€ QYHKIHMOHUPOBAHUSI.

CB0OeBpEeMEHHOCTH

[Ipennonaraer ynpexxaaroniuii xapakrep Mep obecriedenust 6ezonacuoctu [1/[H, To ecTh
MOCTAHOBKY 3aiad 1o KkomiuiekcHou 3amurte MCIIJIH u peanuzanuio Mep obecreueHHs
oe3omacHocTH [1/]n Ha panHux cramusax paspaborku VUCIIH B 1eI0M U €€ CUCTEMBI 3allUThI
UH(pOPMaIUH, B YACTHOCTH.

Pa3paboTka cucTembl 3alUThl JODKHA BECTUCh MapajlIeIbHO C pa3pabdoTKod U
pa3BUTHEM CaMOH 3allUIIAEMON CUCTEMBL. JTO MO3BOJIUT Y4eCTh TpeOOBaHUs 0€30MacCHOCTH pU
MIPOEKTUPOBAHUN APXUTEKTYphl M, B KOHEYHOM CueTe, co3/aTh Oojee 3(p¢eKTUBHBIE (KaK IO
3aTpaTaM PecypcoB, TaK U IO CTOMKOCTH) 3allUIIEHHbIE CUCTEMBI.

IIpeeMcTBEHHOCTH U COBEpPLIIEHCTBOBAHME

[IpenmonararT MOCTOSHHOE COBEPIICHCTBOBAHHE MEpP U CPENCTB 3allUThl MH(pOpMaLuu
Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3AIlMOHHBIX U TEXHUYECKUX PEIICHUH, KaJpOBOr0 COCTABa,
ananu3a ¢pynkuuonupoBanus UCII/IH 1 ee cuCTeMBbl 3aIIUTHI C YIETOM U3MEHEHUI B METO/aX U
CpencTBax TmepexBara HMH(OpPMAIMK, HOPMATUBHBIX TpPeOOBAaHWUW IO 3alIUTE, JOCTHUTHYTOTO
OTEYECTBEHHOTO U 3apyOeKHOTO OMBITA B ATON 00JIACTH.

IlepcoHasibHasi 0TBETCTBEHHOCTh

[Ipenmonaraer BO3JOXKEHHWE OTBETCTBEHHOCTH 3a obOecmeueHue OezomacHoctu [1/IH u
CUCTEMBI UX 00pabOTKM Ha KaXJ10ro pabOTHUKA B Mpejesax ero NoJHoMouuil. B cooTBeTcTBHM C
STUM MPUHIUIIOM pacIipe/ie]ieHHe MpaB U 00sI3aHHOCTEH COTPYIHUKOB CTPOUTCSA TAaKUM 00paszoMm,
9TOOBI B ClIy4ae JIO0OTO HaApYIICHHS KPYr BHHOBHUKOB OBLI YETKO W3BECTEH WIIM CBEACH K
MHHUMYMY.
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IpyuHIMI MUHUMHM3ALUU TOJTHOMOY UM

O3HauaeT TPEIOCTaBICHHE TOJB30BATENSIM MHUHHUMAJIBHBIX TpaB  JIOCTyma B
COOTBETCTBHH C MPOU3BOACTBEHHON HEOOXOAMMOCTHIO, Ha OCHOBE MPHUHIIMIA «BCE, YTO HE
pa3peleHo, 3arnpemeHo».

Hoctyn x I1/IH momkeH MpeaoCTaBisTHCS TOJIBKO B TOM Cliydae U OOBEME, €ClId 3TO
HEO0OXOIMMO PaOOTHUKY TSI BBIMIOJTHEHUS €T0 JODKHOCTHBIX O0S3aHHOCTEH.

B3auMopeiicTBre M COTPYAHUYECTBO

[Ipennonaraer co3gaHme OIarompuATHONH aTMoc(epbl B KOJUICKTHBAX ITOJPA3ICICHUMH,
obecnieunBatonx  gesrenbHocTh  MCII[IH  OOmectBa, s CHWXXEHHS  BEPOSTHOCTH
BO3HHKHOBEHUS HETATUBHBIX JIEHCTBUI CBSI3aHHBIX C YEIIOBEYECKUM (PAKTOPOM.

B Takoif 00cTaHOBKE COTPYIHHMKH JOJDKHBI OCO3HAHHO COONIOAATh YCTaHOBJICHHBIE
NpaBWia W OKa3bIBaTh COJCHCTBHE B JICATEIILHOCTH TOAPA3ICICHUN TEXHUYCCKON 3alluThl
UHpOPMAIUH.

I'uoxocth cucremsl 3amuTthl I1/n

[TpuHSTHIE MEPHI U YCTAaHOBIIEHHBIC CPE/ICTBA 3aIUTHI, OCOOCHHO B Ha4aJbHBIA MEPHOJ
UX JKCIUTyaTallud, MOTYT OOecIleurMBaTh KaK Ype3MEpHBIM, TaK M HEIOCTAaTOUHBIH YpPOBEHb
3anuThl. [l obecriedeHnss BO3MOXXKHOCTH BapbHPOBAHMs YPOBHEM 3aIIMIEHHOCTH, CPENICTBA
3aIUTHl JOJDKHBI 00Ja/aTh OMpeneeHHON THOKOCThI0. OCOOEHHO BaXKHBIM O5TO CBOMCTBO
SBIIIETCS. B T€X CIydasx, KOTJlda YCTAaHOBKY CPEICTB 3allUThl HEOOXOAMMO OCYIIECTBISITH Ha
paboTaroNIyI0 CUCTEMY, HE HapyIIas Iporiecca €€ HOpMaTbHOTO ()YHKIIHOHUPOBAHUS.

OTKprTOCTI) AJTOPUTMOB M1 MEXAaHU3MOB 3AIIUTLI

CyTh NpUHIHINA OTKPBITOCTH AJITOPUTMOB M MEXAHU3MOB 3aIlUTHl COCTOMT B TOM, YTO
3alMTa He JOJDKHA 00€CTIeYMBATHCS TOIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOM OpraHM3aluu U
aNIropuTMOB (YHKIIMOHUPOBAHUS €€ MOoACUCTEM. 3HAaHHE AJITOPUTMOB PabOThl CUCTEMBI 3aIIUTHI
HE JIOJDKHO J]aBaTh BO3MOXKHOCTHU €€ MpeojojieHus (faxe aBropam). OFHAKO, 3TO HE O3HAYaeT,
YTO MHPOpMALIHSI O KOHKPETHOW CUCTEME 3alllUThl JOJHKHA OBITH OOLIEI0CTYITHA.

IIpocToTa NpMeHeHUs1 CPeCTB 3aAIUUTHI

MexaHu3MBI 3aIUTHI TOJDKHBI OBITh HHTYUTHBHO TTOHSITHBI U TIPOCTHI B UCTIOIH30BAHUH.
[IpumeHeHre cpeCTB 3alIUThI HE JIOJKHO OBITH CBSI3aHO CO 3HAHUEM CIIEIUATBHBIX S3bIKOB MU
C BBITIOJTHCHUEM JIEUCTBHM, TPEOYIOIIMX 3HAYUTENBHBIX JTOTOJHUTEIBHBIX TPYA03aTpaT MpH
0OBIUHOM paboTe 3aperucTPUPOBAHHBIX YCTAHOBIECHHBIM MOPSIKOM IOJIB30BATENICH, a TAK:Ke HE
JOJDKHO TpeOOBaTh OT TMOJIH30BATEINSI BHITIOJIHEHUS PYTHHHBIX MAJIOMOHATHBIX €My Omeparuit
(BBO/I HECKOJBKUX MApoJIeil U UMEH U T.1I.).

JomkHa 1oCcTUraThCsl aBTOMATH3alMs MAaKCUMAaJIbHOTO YHCia ICHCTBUIN TONIb30BaTeIeH 1
anmunuctparopos UCII/IH.

HayuyHasi 000CHOBAaHHOCTb M TEXHHYECKASl Peajin3yeMoCTh

WNHudpopmaimoHHble TEXHOJOTHH, TEXHHYECKHE M MpPOrpaMMHBIE CPEICTBA, CPEACTBA U
Mepbl 3alIUThl UHPOPMAIMU JOJDKHBI ObITh peain30BaHbl HA COBPEMEHHOM YPOBHE DPa3BUTHS
HayKM M TEXHHMKH, HaydHO OOOCHOBAaHbI C TOYKHM 3pPEHMS JOCTHKEHHS 3aJJaHHOTO YpPOBHS
Oe3omacHOCTH WHGOPMAaUMM U JODKHBI COOTBETCTBOBATH YCTAHOBJIIEHHBIM HOpMaM H
TpeboBaHusAM 1o 6e3omacHocTH [1]1H.

C3I1In nomxHa OBITh OPUEHTHUPOBAHA Ha PELICHUS, BOZMOXKHBIE PUCKHU JI KOTOPBIX U
Mepbl NPOTUBOJEHCTBUS OTUM PHUCKaM IMpPOLUIM BCECTOPOHHIOI TEOPETHUYECKYID U
MIPAKTUYECKYIO ITPOBEPKY.
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Crnennanu3zanus u npogeccuoHaIu3M

[Ipennonaraer mnpuBieyeHHEe K pa3pabOTKe CPEACTB W pealu3ali Mep 3alluThl
nHGOPMAIH CIEIIMATU3UPOBAHHBIX OpraHU3aIuii, Hanbojee MOATOTOBIEHHBIX K KOHKPETHOMY
BHIIy JIEATEIHLHOCTH MO obecriedeHuio Oe3omacHocTu [1/[H, MMEIOMMX OMBIT MPAKTUYECKON
paboTHl ¥ TOCYAAPCTBEHHYIO JIMIIEH3UIO Ha TPABO OKa3aHUs YCIYT B 3TOM oOmactu. Peanuzamnus
aIMUHHUCTPATUBHBIX MEpP M DJKCIUTyaTalusi CPEACTB 3allUThl JIODKHA OCYIIECTBIATHCS
npodeccHoHAbHO MOATOTOBIEHHBIMHU crieranuctamMmu O01ecTsa.

O0s13aTeIbHOCTD KOHTPOJIA

[Ipeanonaraer 0643aTeNbHOCTh U CBOEBPEMEHHOCTh BBISBJICHUS M TPECEUEHUs MOTBITOK
HapyllleHHs] YCTAaHOBJIEHHBIX TMpaBui oOecrieueHus Oe3omacHoct I[I/lH Ha ocHoBe
HCTIOJIb3YEMBIX CUCTEM M CPEJICTB 3alUThl HHPOPMAIMK MPU COBEPILICHCTBOBAHUU KPUTEPUEB U
METOZIOB OIIEHKH 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJCTB.

KoHTposb 3a 1eATeNbHOCTRIO JII0OO0r0 MOJb30BaTENs, KaKJIOro CPEACTBA 3alUThl U B
OTHOILIEHUH JIF000T0 00BEKTa 3alIUThI JOJKEH OCYIIECTBISATHCS HA OCHOBE PUMEHEHHUSI CPE/ICTB
OIIEpaTUBHOI'O KOHTPOJISI M PETMCTPALMM U JTOJDKEH OXBaThIBaTh KaK HECAHKIIMOHUPOBAaHHBIE, TaK
Y CAaHKIIMOHUPOBAHHBIE IEUCTBUS MOJIB30BATENCH.
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PA3JIEJI 9. MEPBI, METO/IbI U CPEJJCTBA OBECIIEYEHHUSA TPEBYEMOI'O
YPOBHS SAIIIMIIEHHOCTH

Obecnieuenne TpeOyeMOro YypOBHS 3allUIIEHHOCTH JOJDKHOCTH JOCTUraThCs C
UCTIOJIb30BaHMEM MeEp, METOJOB U CcpeacTB Oe3omacHocTu. Bce Mepsl obOecrieueHus
6ezonacnoctu UCII/IH noapa3aenstoTes Ha:

- 3aKOHOJaTeJIbHbIE (IIPaBOBBIE);

MOPaJIbHO-3TUYCCKHC,

OpraHU3aIMOHHbBIC (A AMUHUCTPATUBHBIC);
- ¢uznueckue;
- TEeXHUYECKHE (armapaTHbIe U IPOTPaAMMHBIE).

3akoHoaaTe/ibHbIE (IPABOBbIE) MePbI 321U THI

K npaBoBeIM MepaM 3aliUThl OTHOCSTCS ACUCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThl, perylaMEHTHpYIOIKe npaBuia odpamenus ¢ [1/1H, 3akperuisiomue npasa u
00s3aHHOCTH YYaCTHHUKOB HH(OPMALMOHHBIX OTHOIIEHUH B Imporecce ee o00paboTku u
HCIOJIb30BaHMsl, a TaKXe YCTAHABIIMBAIOLIUE OTBETCTBEHHOCTh 3a HApPYILEHHUS ATHX IpaBHJI,
IPEMATCTBYd TEM CaMbIM  HENPAaBOMEpHOMY Hcnosb3oBaHuio I[/lH u  sBisromumecs
CAEPKUBAIOIINUM (DAaKTOPOM JUIsl MOTEHIIMATIBHBIX HAPYIIUTENIEH.

IIpaBoBbIe Mepbl 3aLIUTBI HOCAT B OCHOBHOM YNPEXIAIOIIUH, HPOQHIAKTHUECKUN
XapakTep U TpeOyloT TIOCTOSIHHOM pa3bsCHUTEIbHOM paboThl C MOJIb30BAaTEeNIIMU U
00CITyKMBAIOIIUM IT€PCOHAIOM CUCTEMBI.

Mopaﬂbno-aanecKue MEPLI 3allIMThI

K MopanbHO-3THUECKHM MepaM OTHOCSITCSI HOPMBI TMOBEACHHS, KOTOpPbIE TPaJAUIIMOHHO
CJIOXKWIINCHh WU CKJIQJIBIBAIOTCS 10 Mepe pacupoctpaneHus DBM B ctpane wim obmecte. OTh
HOpPMBI OOJIBIIIEH YaCThIO HE SIBISIOTCS 00s3aTENbHBIMH, KaK 3aKOHOAATEIBHO yTBEPIKICHHBIC
HOPMATUBHLBIC aKTbl, OJHAKO, HX HGCO6J'IIOZ[CHI/I€ BCICT O0OBIYHO K MaaCHUIO aBTOPHUTETA,
MIPECTHKa YEJIOBEKa, TPYIIIbI JIUI] WK OpraHu3anuu. MopalbHO-3THYECKHUE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMmep, OOUIeNpU3HAHHBIE HOPMBI YECTHOCTH, HATPUOTHU3MA M T.I.), TaK M
odopMIIeHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBUI WM TIPEIIHCAHHIA.

MopalibHO-3THYECKHE MEpPbl 3alIUTHl SABJISIOTCS NPOPMIAKTUYECKUMU U TpeOyroT
MOCTOSSHHOM  pa0oThl TIO CO3JAaHUIO 3J0pPOBOTO MOPATBHOTO KIKMMaTa B KOJUJIEKTHUBAX
HO]Ip%Z[@HeHI/IfI. MOpaHLHO-C)TI/I‘-IGCKI/Ie MCPBI 3alIUTBl CHUXKAIOT BCPOATHOCTHL BO3HUKHOBCHUA
HETraTUBHBIX JCHCTBUN CBA3aHHBIX C YEIIOBEUECKUM (DAKTOPOM.

OpFaHI/I3aHI/l0HHbIe (aI[MI/IHI/ICTpaTI/IBHI)Ie) M€EPLI 3aIIIUTBI

OpraHu3alnuoHHble (aIMUHUCTPATUBHbIE) MEPHI 3AILUTHI - 3TO MEPhl OPraHU3ALIOHHOTO
xXapaktepa, pergameHTupytomue mnponecchl (QyakuuonupoBanuss MCII/H, wucnonp3oBaHue
pecypcoB UCII/IH, naedarenbHOCTh OOCIY)KMBAIOIIETO IEpPCOHAla, a TaKkkKe IMOPSIOK
B3aumoericTBus monb3oBatenerd ¢ MCII/In takum oOpazom, 4yToObI B HauOOJBIIEH CTETICHU
3aTpyAHUTh WM HUCKIIOYUTH BO3MOXKHOCTh pean3allid yrpo3 Oe30HacHOCTH WJIM CHU3UTh
pa3Mep NoTeph B CIydae UX pean3aluu.

['maBHass wenb  aAMUHHCTPATUBHBIX  MEp, HNPEANPUHUMAEMBIX HAa  BBICIIEM
yIpaBjieHUYeCKoM ypoBHE — copmupoBare [lomutuky wHbopMannonHoi OezomacHoctu [1JIH
(oTpaxarolyro MOAXOJbl K 3aliuTe HMH(POpPMAIMH) U OOECIEYUTh €€ BBIIOJHEHUE, BBIICIAA
HE0OXOMMBbIE PECYPCHI M KOHTPOJIUPYS COCTOSIHUE JIEII.

Peanuzanus Iomutuku unpopmannonnoit 6ezonacnoctu I1/ln 8 UCIIAH cocTosT u3
MEep aJMUHHCTPAaTUBHOIO YPOBHS M OpraHU3allMOHHBIX (MPOLEAYPHBIX) MEp 3allUThI
UH(pOPMAIUH.
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K agMuHHCTpaTHBHOMY YPOBHIO OTHOCSTCS pelieHus pykoBojacTBa (OOrmiecTBa,
3arparuBatouue nesrenbHocTs UCIT/IH B nenom. [Ipumepom Takux pemieHuit MoryT ObITh:

- IPUHATHE peleHUus O (HOPMUPOBAHUU WM TMEPECMOTPE KOMILIEKCHOW MPOTpamMMbl
obecnieuenus 6ezonacnoctu [1/1H, onpeaeneHne OTBETCTBEHHBIX 3a €€ pPeaTn3aluio;

- (hopmynupoBaHue 1eNeH, MOCTAaHOBKA 33134, OTIPE/Ie/ICHIE HAPaBICHUH e TeTbHOCTH
B oOmactu 6e3onacHocTu I1/1H;

- IPUHATHE PEUICHU O BOIMPOCAM peaau3allié MPOrpaMMbI OE30MaCHOCTH, KOTOPHIE
paccMaTpUBarOTCS Ha YPOBHE YUPEXKICHHS B IIEJIOM;

- MPUHSATHE JIOKAJIbHBIX HOPMATUBHBIX aKTOB U T.II.

- obecrneyeHre HOPMATHBHOM (ITPaBOBOiT) 0a3bI BOITPOCOB 0E30MACHOCTH H T.II.

Ha oprann3anmoHHOM ypOBHE ONPEIENSIOTCS MPOUEAYPBI M IPABWIIA TOCTUKEHUS LIEeIeH
u peutenus 3a1a4d [lomutuku unpopmanronHoit 6e3onacuoctu [1IH. DT paBuiia onpeaessoT:

- KaKkoBa 00JIacTh MPUMEHEHUS MOIUTHKU Oe3onacHocTu [1/1H;

- KaKOBbI POJIM U OOS3aHHOCTH KOHKPETHBIX paOOTHUKOB, OTBEYAIOIIME 3a MPOBEACHUE
nonautuku 6e3onacHocTy [1/1H, a Tak e UX yCTaHOBUTh OTBETCTBEHHOCTb;

- KTO UMeeT IpaBa gocryna K [1/1H;
- KAaKUMH MepaMu U cpeicTBaMu obecrieunBaercs 3ammTa [1J]H;

- KAKUMH MEpaMH U CpeICTBaMU O0ECIIeUMBACTCA KOHTPOJb 33 COOJIOJICHUEM
BBEJICHHOTO peKuMa 0€30I1aCHOCTH.

OpFaHI/ISaHI/IOHHI)IG MCPBI JOJIKHBI:

- [IpeaycMarpmuBaTb PETIIaMCHT I/IH(bOpMaI_[I/IOHHLIX OTHOMCHHﬁ, HCKIIIOYAaroIInuX
BO3MO’KHOCTb HCCAHKIITMOHUPOBAHHBIX JEHUCTBUI B OTHOIIICHUH 00BEKTOB 3alllUThI;

- ONPENENATh KOAIUIMOHHBIE U HEPAPXUUYECKUE MPUHLUIBI U METOABl PAa3rpaHUYECHUS
noctyna Kk I[1/1s;

- ONPENENATh MOPSAOK pabOThl C MPOrPAMMHO-MATEMAaTUYECKUMU W TEXHUYECKUMU
CPEACTBAMH 3aLUTHI U KPUNTO3ALUTHI U APYTUX 3aIUTHBIX MEXaHU3MOB;

- opranu3oBatb Mepel  npotuBogerctBuss  HCJl  monb3oBarensiMu  Ha — 3Tamnax

ayTeHTH(UKaLUKU, aBTOPU3ALMM, HAECHTH(QUKALNK, O00ECIEeUYMBAIOIIMX TapaHTUH pean3aluu
IIPaB U OTBETCTBEHHOCTH CYOBEKTOB MH()OPMAIIMOHHBIX OTHOLICHUH.

dusnyecKue Mepbl 3alIUTHI

@usnyeckue Mepsl 3alUThl OCHOBAaHbI Ha IIPUMEHEHUU Pa3HOIO pPOJa MEXAHMYECKUX,
NIEKTPO- WIM  JJIEKTPOHHO-MEXAaHMYECKMX  YCTPOMCTB M COOPYXKECHHH, CIELHUAIBHO
NpeIHa3HAYeHHBIX JUIS  CO3JaHMs (PU3MYECKUX TMPEMATCTBUA HAa BO3MOXHBIX  ITYTAX
IIPOHUKHOBEHUS M JOCTylla IOTCHLHUAJIbHBIX HAPYIIUTENEH K KOMIIOHEHTaM CHUCTEMBI H
3alMIaeMoil nHPOpPMAaLK, a TAaK)Ke TEXHUUECKUX CPEJCTB BU3YaIbHOTO HAOIIONCHNUS, CBSI3H U
OXPaHHOW CHUTHAJIN3ALIUN.

dusnueckas 3alUTa 30aHUN, MOMEIIEHUH, OOBEKTOB M CPEACTB HH(POpPMATHU3ALUU
JOJDKHA OCYHIECTBIIATHCS IIyTEM YCTaHOBJIEHHS COOTBETCTBYIOIIUX ITOCTOB OXPAHBI, C IOMOILBIO
TEXHUYECKHUX CPEJICTB OXpaHbl WU JIOOBIMH JPYrUMH CHOCO0aMH, MPEAOTBPAIIAIONMMH WIIN
CYLIECTBEHHO 3aTPyJHSIIOLIMMHM I[POHMKHOBEHHE B 3[aHME, IIOMEUICHMs ITOCTOPOHHHUX JIUL,
XHIIeHHE WH(OPMALMOHHBIX HOCHTENEW, CaMUX CPEICTB HMH(POPMATH3AIMH, UCKIIOYAIOIIUMHU
HaXO0XJE€HHE BHYTPH KOHTPOIUPYEMOH (0XpaHsAeMOi) 30Hbl TEXHUUECKUX CPEJICTB Pa3BE/IKH.
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AnnapatHo-nporpamMMHusle cpeactsa 3amuTsl I/

TexHuueckue (amnmapaTHO-NMPOTrpaMMHbBIE) MEphl 3aIIUThl OCHOBAHBI HA HMCIIOJIb30BAHUU
Pa3IMYHBIX IEKTPOHHBIX YCTPOMCTB U CHENUAIBHBIX Nporpamm, Bxoaamux B coctaB UCII/IH n
BBITIOJHSIOMIMX (CAMOCTOATEIBHO WIIM B KOMILJIEKCE C JIPYTUMHU CPEACTBaMH) (DYHKIIMH 3alIUTHI
(upeHTU(UKAMIO U AyTEeHTU(UKAIMIO TOJIb30BaTelel, pasrpaHUYeHHE JIOCTyNa K pecypcam,
pETrUCTpaLMIo COOBITUH, KpUNITOrpapuuecKoe 3aKphITHe HHPOPMAIMH U T.1.).

C yueToM Bcex TpeOOBaHUN W MpUHIUIIOB oOecnieueHus: 6e3onacHoct 11/l B UCTI/IH
[0 BCEM HANpaBICHUSM 3alIUThl B COCTaB CHCTEMbI 3alllUThl JOJDKHBI OBITH BKJIFOUEHBI
CJIEIYIOLIUE CPELICTBA:

- cpeacTBa  uAeHTU(UKAIMKM (ONO3HABaHMs) M ayTeHTUPUKauuu (TOATBEPKICHUS
noaTuHHOCTH ) noik3oBateneit MCIT/IH;

- CpelcTBa pa3rpaHUUEHUs JIOCTyIa 3apETMCTPUPOBAHHBIX IOJIb30BATENEN CUCTEMBI K
pecypcam UCITJn OOGmiecTBa;

- cpeacTBa 00ECHeUeHHUs U KOHTPOJI LEJIOCTHOCTH MPOrPaMMHBIX U MH(POPMALMOHHBIX
peECYpCoB;

- CpPEICTBA ONEPATUBHOIO KOHTPOJISI ¥ PETHCTPALIUN COOBITHIA O€30MaCHOCTH;

- kpunrorpaduyeckue cpencrsa 3aumthl [1/1H.

VYenemHoe NpUMEHEHNE TEXHUYECKUX CPEJCTB 3aIIUThI NIPEAIOJIAaraeT, YTO BbIIIOJHEHHE
NIEPEUUCIIEHHBIX HMXe TpeOOBaHMH OOECIEeYeHO OpraHU3alMOHHBIMH (3AMUHUCTPATUBHBIMHU)
MEpaMH U UCHOJIb3yEMbIMH (PU3NYECKUMU CPEJCTBAMHU 3aILIUThI:

- obecnieueHa (huznveckas LEeIOCTHOCTh Bcex koMroHeHToB CTT/IH;

- Kaxaplii pabotHuk (mosb3oBarens MCII/IH) wnm rpynma monb3oBareneil  UMeeT
YHUKAJIbHOE CHCTEMHOE HMS M MHHHMMAQJIBHO HEOOXOAMMBIC JUISI BBINOJHEHHS UM CBOUX
(GYHKIMOHAIBHBIX 00513aHHOCTEN MOIHOMOYHS TI0 AOCTYIY K pecypcaM CUCTEMBI;

- BCE HM3MEHEHHUS KOHQUIypalMu TEeXHHUYECKUX H mporpamMMmHubix cpencts MCI/Ix
IIPOU3BOASATCS CTPOrO YCTAHOBIEHHBIM MOPAIKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS) TOJIBKO
Ha OCHOBaHUM pacnopsikeHui pykoBoacTBa OO01iecTBa;

- ceteBoe 00OpynoBaHUE (KOHLIEHTPATOPbI, KOMMYTATOPbI, MapIIPyTU3aTOPbl U T.IL.)
pacrnosiaraeTcsi B MECTaX, HEAOCTYNHBIX IS IMOCTOPOHHUX (CIELUaNbHBIX IOMEUICHMSIX,
mkadax, u T.IL.).

- cnermanucramMmu  OOmiecTBa  OCYHIECTBISICTCS ~ HENPEPHIBHOE — YIpaBICHHE U
aJIMMHUCTpAaTUBHAs MOAEPKKA QYHKIIMOHUPOBAHUS CPEICTB 3aILUTHI.
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PA3JIEJI 10. KOHTPOJIb D®@PEKTUBHOCTHU CUCTEMBI 3AINUTHI UCTIH

Kontpone sddexkruBnoctn C3II/IH n0omKeH OCyIIECTBIsETCs Ha  NEPUOJMYECKOMN
OCHOBE.

Lenbro KOHTPOIS 3PPEKTUBHOCTHU SBISETCS CBOEBPEMEHHOE BBISIBICHUE HEHAICKALIIX
pexxumoB pabotel C3IIJIH (OTKIIOYEHHE CPEICTB 3allUThI, HAPYIICHHE PEKUMOB 3alUTHI,
HECAaHKIIMOHUPOBAHHOE HM3MEHEHHE DPEKMMa 3allUThl M T.aI.), a TaKXKe IPOrHO3MPOBAHHME U
MIPEBEHTUBHOE PearupoBaHue Ha HOBbIE yrpo3bl 6e3omacHocTu [1][H.

KoHTposib MOXeT NpoBOAMTHCS Kak aaMuHHcTparopamu OesomacHoctu MCIIIH
(omepaTuBHBIM KOHTPOJIb B Ipolecce nHpopmanmonHoro Bzaumoneiictsust B UCII/H), Tak u
IIPUBJIEKAEMBIMM JUISI ITOM LIEJM KOMIIETEHTHBIMM OpraHU3alUsMH, UMEIOLMMU JIMIEH3UI0 Ha
3TOT BUJI JAEATENBHOCTH, a TAK)KE TOCYITapPCTBEHHBIMU OpraHaMU B MPEAENaX UX KOMIIETEHIUH.

KoHTposib MOXET OCYIIECTBIATHCA AAMUHUCTPATOPOM O€30MACHOCTH KaK C MOMOIIBIO
HITaTHBIX CpPEeACTB cUCTeMbl 3amuThl [1/IH, Tak ¥ ¢ MOMOIIBIO CHEIHATBHBIX MPOTPAMMHBIX
CPEICTB KOHTPOJISL.

Onenka »sddextuBHOCTH Mep 3amuThl  [IJIH TPOBOAUTCS C  HMCHOJIB30BAHHEM
TEXHUYECKUX UM MPOTPAMMHBIX CPEJICTB KOHTPOJIS HAa IPEIMET COOTBETCTBHUS YCTAHOBIIEHHBIM
TpeOOBaHUSM.
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PA3JIEJI 11. COEPBI OTBETCTBEHHOCTH 3A BE3OITACHOCTD I1/1n

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haj obecredyeHneM Oe30macHOCTH
MEePCOHANBHBIX  JaHHBIX sABIseTCS pykoBoauTenb OOmectBa. PykoBoauTenb  MOXeT
JIeNIeTUPOBaTh YacTh MOJHOMOYUI 10 00ecredeHnI0 0€30MacHOCTH EPCOHAIBHBIX JTaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJAUTENS  BKIIOYACT  CICAYIONIWE  HaIPaBICHUS
obecnieuenus 6e3omnacHoctu [1J1H:

- [manupoBanue u peanusaius Mep 1o oodecrnedenuro o6e3omacuoctu [1/1H;

- Anamm3s yrpo3 6e3omacaoctu [1/1H;

- Pa3pabotky, BHeOpeHue, KOHTPOJb HCIOIHEHUS U TMOAJEepKaHHE B aKTyalbHOM
COCTOSIHMHM TIOJINTUK, PYKOBOJCTB, KOHLEMIU, MPOLEAYpP, PErJIaMeHTOB, MHCTPYKIIUNA U APYTUX
OpraHU3alMOHHBIX JIOKYMEHTOB MO 00ecTeueHnto 0e30MacHOCTH;

- Kontposs 3amumennocta UT undpactpykrypsl O6miectsa ot yrpos Ub nyrewm;

- O6yuenue u undopmupoBanue nonwszoBareneiit UCII/IH, o mopsake padotsl ¢ [1/IH u
CpElICTBAMHU 3aIlIMThI;

- [lpenotBpaiiienre, BBIABICHHUE, pEarupoOBaHWE M  PACCICAOBAHUE  HAPYIICHHM
oe3omacHoctH [1][H.

[Ipu B3auMoOneMCTBUM CO CTOPOHHUMH OpPraHM3ALMSIMU B CIy4asx, Koraa paOOTHHKaM
3TUX OpTaHU3alMi MPENIOCTABISAETCS JOCTYN K OOBEKTaM 3allUThl, ¢ ITUMU OpraHU3aLUsAIMHU
JOJDKHO ObITh 3akitoueHo «CormnameHue o KOH(QUAECHIMAIbHOCTHY, MO0 «CornameHue o
cobmonennn pexuma OezornacHoctu [1/IH nmpu Beimonnenuu pador B UCIIAn», 11bo manHOE
YCIIOBHE JOJIKHO OBITh BKJIFOYEHO B TEKCT JOrOBOPA.
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PA3JIEJI 12. MOAEJIb HAPYHIUTEJIA BE3OITACHOCTH

[Ton HapymuTeneM 6e30MacHOCTH MHPOPMALIMOHHON cucTeMbl B OOIeCTBe TOHUMAETCS
JUI0, KOTOpPO€ B pE3yjibTaTe YMBIIUICHHBIX WM HEYMBIIIJICHHBIX JEHCTBUI MOMKET HAHECTH
yiep0O 0OBeKTaM 3aIIUTHI.
Hapymmrenn mnoppaspensirorcss mno mnpusHaky npuHamiexHoctn k  HWCIIAH. Bce
HapYLINUTENH JIEISATCS Ha JBE TPYIIIBL:
® BHEIIHUE HapyLIUTEIN — GU3NUECKUE JIUIA, He UMEIOLIME NpaBa IpeObIBaHUs Ha
TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B IIpeAerax KOTOPOH pa3Meliaercs
ob6opynoBanue UCII/IH;
® BHYTPEHHHE HapyIIUTEIu — (PU3NYECKHE JINIA, UMEIOLIE PaBo NpeObIBaHUs Ha
TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B IIpeAerax KOTOpPOH pa3Meuiaercs
ob6opynoBanue UCII/IH.
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PA3JIEJI 13. MOJEJIb YI'PO3 BE3OITACHOCTH

Hns UCII[H VYupexneHus BBIICTSAIOTCS CIEAYIOIINE OCHOBHBIE KAaT€TOpPUHM YIpo3
0€30IaCHOCTH MEePCOHATBHBIX TaHHBIX:

1. Yrpo3bl OT yT€UKH MO TEXHUYECKUM KaHaJIaM.

2. Y1po3bl HECAHKIIMOHUPOBAHHOTO JOCTYMA K HH(POPMAIIHH.

3. VYrpo3bl yHWYTOXEHHS, XxumieHus anmapartHeix cpeactB HWCII[H HOcutenei
uHpopMaIuK myTeM Guzndeckoro goctymna k snementam VUCIT/Ix.

4. VYrpo3sl XUIIEHUS, HECAHKIMOHHUPOBAHHOW MOIU(DHUKAIMU WIH OJOKHPOBAHUS
nH(pOpMaIK 3a cueT HecaHKimoHupoBanHoro noctyma (HCJI) ¢ mpuMeHeHHEM MporpaMMHO-
anmapaTtHbIX W TPOTPAMMHBIX CpPeACTB (B TOM YHCIE TMPOrpaMMHO-MaTEMaTHUYECKUX
BO3JICHCTBUI).

5. Y1po3sl HEe TpeTHaMepPEHHBIX EUCTBHI TOIB30BaTEICH W HAPYIIEHUH 0€30MacHOCTH
¢dbyuakunonupoBanust UCI1/In u C3I1/1H B ee cocTaBe u3-3a cO0EB B MPOrPaMMHOM 00ECTICYCHHH,
a Takke OT yrpo3 (cOoeB ammapaTypsl U3-3a HEHAJAC)KHOCTH DJIEMEHTOB, COOEB AJICKTPOITUTAHHS )
Y CTUXHUIHOTO (yIapOB MOJHHM, M0XapOB, HABOJAHEHUH U T.I1.) Xapakrepa.

6. YIpo3bl IpeIHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HAPYLIUTEIEH.

7. Yrp0o3bl HECAHKIIMOHUPOBAHHOIO JJOCTYIA 10 KAHAJIAM CBS3U.
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PA3JIEJI 14. O2)KUJIAEMBII PE3YJIBTAT OT PEAJIM3AIIMMA MTOJIUTUKH

Peanmu3zanms [Tonutuku 6e3onacuocty I11un 8 UCIT/IH no3BoauT:

- oeHUTh cocrosiHue Oe3omacHoctu uHpopMaiuu WCII/IH, BBIABUTH HCTOYHUKU
BHYTPEHHUX M BHEIIHMX yrpo3 WH(OPMAIMOHHONW 0€30MacHOCTH, ONPEACIUTh MPUOPUTETHHIE
HaIpaBJICHUs IPEIOTBPAILECHUS, OTPAXKEHUS U HEUTPATU3ALNH 3TUX YTPO3;

- pa3paboTath JIOKaIbHBIE aKThl TpuMeHnuTepHO K UCII/IH;

- MPOBECTH OPTaHU3aAIMOHHO-PEKUMHBIE U TEXHUYECKUE MEPOIIPHUATHS 110 00€CTICUECHUTO
oe3omacuoctu I1/Jn B UCTI/IH;

- obecreunTh HEOOXOMUMBIN YPOBEHBb 0€30MAaCHOCTH OOBEKTOB 3AIUTHI.

OcymiecTBIIGHHE 3TUX MEPONPHUITHA O00ECIeYnT CO3JaHUe EIMHOH, IEJIOCTHOW |

CKOOPIMHUPOBAHHOW cucteMbl MHpopMarmonHoi Oe3omacHoctd MCII[H u co3pmacT ycioBus
IS €€ JAIbHEHMIIETr0 COBEPILIEHCTBOBAHMSL.
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